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Emerging technology, including Al, is proliferating throughout the U.S. carceral system. These technologies are marketed
to prisons and police departments and then procured using taxpayer money. Previous investigative reporting has exposed
troubling kickback schemes, unconstitutional data collection practices, and biased algorithmic outcomes in a handful of
prominent technologies (e.g., Flock, Palantir, Clearview AI, COMPAS). In this work, we consider the broader ecosystem of
carceral technologies: we catalog 122 products from 53 companies selling technology to carceral institutions. In a collaboration
among computer science, law, and surveillance studies scholars, we surface sociotechnical, ethical, and legal concerns related
to the use and deployment of these technologies, including concerns related to privacy, accuracy, fairness, censorship, due
process, and more. We present case studies of technology advertised for deployment in three stages of the carceral cycle:
before, during, and after incarceration. We call for increased transparency and auditing, more research on the impact of these
technologies, and more research on the emerging legal and regulatory challenges.
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1 Introduction

As in most areas of society, technology has increasingly permeated throughout the U.S. carceral system. Surveil-
lance technology increasingly intersects with people’s lives before they are incarcerated (e.g., policing technology),
while they are incarcerated (e.g., communication surveillance), and after they are incarcerated (e.g., electronic mon-
itoring). Technologies in this sector (as in others) also increasingly incorporate artificial intelligence [62, 124, 182].
Although carceral technologies are developed and deployed with the apparent aims of public safety, a growing
body of academic literature and investigative journalism has raised concerns about the often problematic impacts
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of these technologies on currently or formerly incarcerated people, their loved ones, other marginalized pop-
ulations, and the general public. For example, prior work has documented how mass surveillance technology
disproportionately targets non-white resident8% 95 119 exhibits racial and gender biased7, 66 101, 183,
chills speech of currently incarcerated people and their loved org8 149, and introduces new risks for people
who are forced to accept court-mandated electronic monitoring [147, 197].

In this work, we explore the broader landscape of carceral technology in the U.S. These technologies (including
products, services, and infrastructure) are generally created and sold by for-pro t compa2289 94,117 158
and acquired by carceral institutions (including police and prisons) with taxpayer dollars. The public rarely has
insight into these companies and products purchased with taxpayer funds, and the limited information available
from existing journalism and research has exposed substantial risks of privacy, censorship, and bias. We ask:

[RQl: What is thecurrent landscape of technology products advertised to carceral institutions in the U]S.?

To answer this question, we collected, qualitatively coded, and cataloged the o erings from a large set of carceral
technology vendors. These vendors (N=53) advertised at the U.S''s largest annual carceral technology expo, the
American Correctional Association (ACA)'s Annual Congress, which one of the authors attended in September
2025. The ACA [champions] the cause of corrections and correctional e ectivened3, nd its biannual
conferences provide opportunities for vendors to advertise to corrections o cials from the county, state and
federal levels, as well as from probation and parole and community corrections agen8i#sBased on the
vendor booths at the September 2025 Congress and their online o erings, we identi ed 122 products and classi ed
them into 11 di erent product types, spanning the carceral cycle (before, during, and after incarceration).

[RQZ:What sociotechnical and policgoncerns arise from the deployment of these technologi%s?

After describing the product ecosystem, we dive into six case studies and present both sociotechnical and legal
concerns/risks which arise from their use. This set of concerns is the result of a crossdisciplinary collaboration
spanning computer security and privacy (three authors), surveillance studies (one author), HCI (one author), and
law (two authors). We explore these technologies from the perspectives not of the immediate buyers (i.e., police
and prisons) but of their targets (i.e., currently or formerly incarcerated people, or in some cases the general
public). These concerns include technical issues like computer security and privacy risks, Al-related risks like
fairness, bias, and hallucination, as well as legal, policy, and ethical concerns like due process and constitutionality.
Overall, this paper contributes to a growing conversation around potential harms from carceral technologies in
the U.S., revealing a wide landscape of technologies developed for use throughout the carceral cycle that raise
numerous technology and policy concerns. Our work points to areas where further academic, legal, and public
scrutiny is needed, especially as these technologies increasingly incorporate Al.

2 Background and Motivation

Over the last two decades, public outcry has exposed the harms of private, for-pro t prisons in the United
States P6 31, 92 108 176 18§. But whether a prison is publicly or privately operated, it is lled with products,
technology, services, and infrastructure marketed by for-pro t compani2g B9 94,117 127 158 16§, which
prisons procure and contract using taxpayer dollars. The non-pro t Worth Ris&54 159 details how more
than half of the $80 billion spent annually on incarceration by government agencies is used to pay the thousands
of vendors that serve the criminal legal system.

These companies showcase and advertise their products to prison and police o cials at trade shows, expos, and
conferences around the natior1$8 183. The oldest and largest of such gatherings is the ACA annual conference
[93 183 184. One factsheet describes how the ACA boast[s] that 81 percent of corrections industry sales



Technology Before, During, and A er Incarceration FAccT '26, June 25 28, 2026, Montreal, QC, Canada

are made at trade shows like theirs. These organizational trade shows and conferences have themselves been
investigated for the murky relationships between the companies paying to participate are the same organizations
that, in turn, set policy and guidelines for the operations of thousands of U.S. prisons [184].

Previous research and investigative reporting has detailed how some well-known technologies in this space

e.g., Amazon Ring cameras, Palantir data mining, Bl SmartLink electronic monitoring, Flock policing technologies

cause, amplify, and facilitate various harms, including opaque data sharing practices with government entities
and other companies4, 79 84, 88 124 17§, warrantless surveillanced3 79 11Q, and the use of biased Al
models which amplify biased policing practices [43, 67, 85, 88, 95, 101, 116, 119, 123].

While previous work has investigated individual companies or technologies, we see the need for a broader
view of this ecosystem and the concerns the technologies raise, inspired by the ecosystem-focused view of those
articulating the Prison Industrial Complex3@ 55 58 75 7§. This assessment is particularly crucial at the present
moment, when Al (including generative and agentic Al) has begun to proliferate through every industry.

We consider technologies in a three-part carceral cycle: technology beddre someone is incarcerated (e.g.,
technology used by police to nd, produce evidence about, and generate evidence to arrest and incarcerate);
technology usedvhile someone is incarcerated (e.g., to surveil an incarcerated person's communications with
loved ones and lawyers); and technology usater someone is incarcerated (e.g., electronic monitoring). These
lines can be blurry, as surveillance technologies are becoming ubiquitous in every phase of the carceral cycle and
in the free world, including in luxury and consumer productslPg. The consideration of these three phases is
inspired in part by Michel Foucalt's carceral circuit in which the three phases support one another and form a
circuit that is never interrupted [73].

3 Methodology

Gathering Data at the ACA Congress . While attending the September 2025 ACA Congress, one author
gathered advertising material, brochures, and print information from all vendor booths selling technology. Booths
deemed out of scope included, for example, companies advertising food services (e.g., Aramark), healthcare (e.g.,
Centurion Health), and hygiene products (e.g., Colgate-Palmolive). In addition to gathering physical advertising
materials, the author took photos (with permission) and wrote notes recording their impressions (e.g., when
vendors o ered live demos of their products). The author also attended workshops, lectures, and demonstrations,
which helped provide insights into the threat model of prisons and police agencies who were presenting about
their use of technology. The ACA is open to the public, and the author registered as a student; they made their
student status clear to all vendors and conversation partners.

Expanding Dataset of Products . At the ACA Congress, we received pamphlets, advertising literature, and
information from 53 vendor booths. Using the 53 pieces of advertising literature, we collated a list of vendors
and surveyed each company's technology product o erings by using online searches and gray literature review,
indexing a total of 122 products.

Classifying Product Types . We classi ed the 122 products into 11 di erent product types, described in Table 1.
One initial author qualitatively coded the products according to several axes: the technology's use case, how
it works, who is the expected user, and who is the expected subject. Through iterative discussion with other
authors, this codebook and its application was re ned, resulting in 11 categories of technology with distinct
purposes, users, and subjects.

Surfacing Concerns. Our team includes computer security and privacy researchers, legal experts, technology
policy and ethics researchers, and surveillance studies scholars. Through iterative discussion, we surfaced and
re ned a set of sociotechnical, ethical, and legal concerns about the products in our catalog.
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Table 1. This table identifies the types of products in our catalog based on which part of the carceral cycle they are marketed
for, and on the intended targets and end users. ltalicized targets indicate whether the target includes non-incarcerated
people (e.g., the general public or communication partners of incarcerated people). Colored in gray are the categories of
technologies which are in our codebook but which we do not discuss further as case studies in this paper. Colored in pink
are the "before incarceration" (Section 5) case studies; in blue are "during incarceration" (Section 6); in green are "a er
incarceration" (Section 7).

Category Section Before During After Use Cases Target User
Policing Tech 5.1 (0] To assist the police Everyone Police
Sentencing 5.2 (/] To predict outcomes for ~ People accused ofa  Judges
Algorithms criminal sentencing crime
Chatbot 6.1 (/] To assess or nd Incarcerated people Prison sta
Assessments information for placement

of an incarcerated person
Communicatior 6.2 (%] To surveil incarcerated Incarcerated people  Prison sta
Surveillance people and their messages andthe people they

talk to

Counter- 6.3 (%] To detect unwanted Drone pilots Prison sta , police
Drone drones in prison airspace o cers, military
Electronic 7.1 (/] To monitor someone Formerly incarcerated A community
Monitoring released from prison into  people; people custody o cer in

community custody or awaiting trial or most cases

awaiting trial immigration hearings
Prison (0] To surveil carceral Incarcerated people  Police and prison
Monitoring facilities (e.g., CCTV) andvisitors to carceral sta

facility

Contraband (/] Scanners (physical or Incarcerated people  Prison sta
Detection network) to detect andvisitors to carceral

unwanted objects facility
Tech for (/] To communicate with Incarcerated people  Incarcerated people
Incarcerated people on the outside
People world, also to consume

media and education
Infrastructure (0] To build prison hardware - Prisons
Support and network infrastructure
Data (%] (%] (%] To coalesce, manage, anc Everyone Police, prison sta ,
Aggregation analyze policing or parole o cers, etc.
Software incarceration information

from a variety of sources

Limitations . A number of well-known products that are sold to prisons and police agencies do not appear in
our dataset because they were not vendors at the ACA Congress e.g., companies like Flock, Clearview Al,
Palantir, Bl SmartLink, Convenant Eyes, Accountable2You. These companies and others have already been the
topic of prominent investigative reporting44, 61, 113 164. If those companies had been present at the ACA,
their products would be included in the categories we developed, suggesting that our taxonomy is comprehensive.
For example, Flock would be categorized alongside their competitor in policing technology, Axon; Bl SmartLink
would be categorized with their competitor in electronic monitoring, Buddi. We believe that the omission of these
companies caused no substantial change in our codebook, catalog, or set of sociotechnical and legal concerns
particularly since the associated concerns have already been widely discussed in the popular press. If there are
other companies that were not present at the ACA, and which would have substantially changed our ndings,
they are unknown to us.

Moreover, we emphasize that our research is qualitative: our dataset is not intended to be a comprehensive
listing of all companies or technologies in this space, but rather a mechanism to surfadgpbeof technologies
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Fig. 1. Aradial diagram depicting the types of technologies in the carceral system and the companies involved. The height of
the bar denotes the relative number @roductsthat the company markets in the category.

being marketed, and their potential impacts. We believe that the 122 products from the 53 ACA vendors and
the resultant concerns bring important attention to a wide range of potential harms with carceral technologies
(many previously not substantially discussed in research) in the U.S.

4 Carceral Technology Ecosystem Overview

We begin by providing an overview of the technologies advertised at the 2025 ACA Congress. Our classi cation
of products resulted in 11 categories, summarized in Table 1. We also highlight whether each technology category
also targets non-incarcerated people (e.g., the general public or communication partners of incarcerated people);
this fact may be important in the legal context because non-incarcerated people retain certain privacy and legal
rights that may be limited for incarcarated people.

The radial diagram in Figure 1 maps these product categories to the companies that provide them. A large
number of companies are involved in this ecosystem; though a few are large and prominent (like Axon), many
others are not widely known or discussed. Some are prominent outside of the carceral ecosystem (e.g., Motorola)
but have a few individual product o erings in this space. Our investigation revealed that these companies are
mostly independent from each other, without formal ownership/subsidiary relationships.

Next, we dive into case studies of several product categories: before (Section 5), during (Section 6), and after
(Section 7) incarceration. Table 1 provides section references for each product category. We chose these case
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studies for several reasons: to provide coverage of phases of the carceral cycle and types of concerns, our collective
assessment of novelty (including the growing use of Al), and/or the gravity of potential harms.

5 Before Incarceration: Policing and Sentencing Technologies

We now turn to our case studies. In each subsection, we summarize the technologies currently advertised by
companies in this space and then discuss potential harms and technical, legal, and ethical concerns.

5.1 Policing Technology

The carceral cycle begins with technologies used by law enforcement to surveil, monitor, investigate, aggregate,
and report data about people. These technologies and use cases are broad, including automated license plate
readers, police body cameras, dispatch software, digital evidence aggregation, and analysis software. The dominant
player in this ecosystem is Axon (see Figure 1), formerly known as TASER International.

Al is becoming a key feature (or at least a key point for advertising) in many of these products. For example,
Axon recently announced its Al Era Plan37]. This includes detection and recognition tools, transcription and
translation services, and tools like Axon's Draft One, a tool that uses Open Al's GPT-4 Turbo to transcribe police
body camera footage and assist o cers in writing police reports14, or Fusus, their real-time operations
software that allows police agencies to unify data across the Axon product suite (e.g., surveillance cameras, body
cameras, ALPRs, 911 dispatch data, etc) and to analyze this data (increasingly with the support of Al) [37, 124].

5.1.1 Sociotechnical Concerfigere is an extensive body of research into the racialized, unequal, and problematic
uses of technology in U.S. policin@9 40 43 44, 64, 66 103. The expansion of technology in this space ampli es
these harms and creates new sources of concern, such as bias and hallucination from generative Al. The results
can be severe: someone can become the victim of false arrest, con nement, prosecution, and resultant trauma.

Prior work has already documented cases of policing technologies such as facial recognition introducing
or amplifying existingbias. There have been cases of false arrest and imprisonment due to facial recognition
misidenti cation, and the rates of misidenti cation are 10 to 100 times higher for people of color than for white
people B9 47, 49 66, 133 150 18Q 182 194. Inioluwa Deborah Raji, Timnit Gebru, and co-authors detail why
eradicating bias in these systems is challengii®4: (1) expanding training datasets to reduce bias creates
privacy risks (which increase when adding more data on underrepresented groups), (2) increasing representation
is often dependent on a reductive annotation of intersectional and nuanced identities, and (3) problems revealed
in audits can result in companies making their models harder to audit in the future. Super cial audits can also
help police and prison agencies ethics wash their technology to avoid public concerns [106].

With the introduction of generativeAl into policing, such as Axon's Draft One, there are bias concerns as well
as new concerns abottallucinations or other inaccuracies introduced by the model. While Axon states that
the model they use in Draft One has the creativity turned o, and that it uses a model that is calibrated to
prevent embellishment or speculation15 179, model accuracy is an ongoing research challenge. Moreover,
many concerns about bias remain in how the narrative about an incident is crafted, what information is omitted,
and whose perspective is favored.

There are also seriousecurity and privacy concerns when a private company is increasingly providing the
tools to collect and store citizen data. Can these cameras see into private homes? How do they deal with this
private information? How does a private company handle data requests from other government entities (such
as |.C.E.) that may be otherwise blocked by government siloing and the need for warrants? These are also not
hypothetical worries Flock has recently attracted public scrutiny for data security failures, ranging from data
leaks to password-less cameras exposed to the entire internet, and warrentless data sharing with other companies
and government entities [72, 112, 177, 178, 200].
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Lastly, there is aensorship and chilling e ect as a result of surveillance. The feeling of being watched
impacts the freedom of individuals to act as themselves in the outside world. Surveillance scholar Shoshana Zubo
describes this as a world with increasingly no exit or reprieve from being watch&83 204. Furthermore, as
what is deemed a crime changes over time and across jurisdictions (e.g., abortion), this data collection can prove
harmful in the future, even if it feels safe in the present.

5.1.2 Legal Discussiohxon's Al Era policing ecosystem and the proliferation of Flock surveillance tech-
nologies are prominent examples of technologies that intensify long-runningstitutional concerns about
privatized, automated state surveillance and evidence production. The most immediate issues implicate the Fourth
Amendment [171] search and seizure law. The Supreme Court has increasingly recognized that technologically
augmented surveillance can create new kinds of searches even when individual data points are collected in
public. United States v. Jonassd Carpenter v. United Statesgggest that the prolonged aggregation and analysis of
location data can trigger warrant requirements and heightened constitutional scrutt®/ 21]. Axon's integrated
platform approach unifying body-camera footage, ALPR outputs, real-time analytics, and Al-driven search pushes
toward precisely this kind of mosaic surveillance.

Al-driven report writing tools (e.g., Draft One) promise to make the tedious and time-consuming task of
writing incident reports more e cient, but they raise distincevidentiary and procedural concerns . These
expand on preexisting issues regarding the impact of o cers referring to police body-camera footage when
writing reports [46. When Al is writing initial drafts based on automated interpretation of police body-camera
video, defense attorneys and judges will be forced to ask whether the underlying facts are reliable enough for
decisions that may impact a person's libert§9g. Even if o cers review and edit, an Al- rst narrative risks
anchoring bias in o cial records and may embed unexplainable model errors into documents that later shape
probable cause determinations, charging decisions, plea bargaining, and trial credibility assesshie@® [The
fact that Al drafted much of a report distorts the legal determination about the reliability of the rep6€.[Two
US states have already regulated the use of Al report writing tools by requiring some form of disclosure and, in
California, to produce an audit trail [68].

Misidenti cation and over-targeting risks may become actionable when agencies adopt tools known to produce
racially disparate outcomes without adequate validation, training, or oversidit 159, implicating due process
and equal protection concerns . While doctrinal hurdles remain for proving discriminatory intent, civil rights
frameworks increasingly treat predictable disparate harms from automated enforcement as a governance failure
that merits judicial and legislative intervention [155].

Finally, the spread of public-private surveillance arrangements puts pressugconuntability norms. When
a single vendor supplies the capture, storage, analysis, and redaction stack, the risk is not just constitutional
overreach but institutional dependency where democratic oversight becomes contingent on a contractor's
architecture choices, pricing, and disclosure post®§] The legal system's challenge to these forms of "platform
policing” [74 203 is to reassert constitutional and public law constraints on an end-to-end corporate policing
infrastructure. The above risks are magni ed lisade secrecy and contracting practices that can limit defense
access to system design, error rates, or audit materials, complicating discovery and undermining meaningful
adversarial testing [99].

Policing Technology Takeaways:
These systems can amplify existing bias, and cause legal evidentiary concerns. But these problems also
create a potential path for challenging its usage.
Privatization and platform policing hinder accountability and democratic oversight.
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5.2 Sentencing Algorithms

Technology is also used in sentencing and risk assessment , to determine the punishment of a person who has been
convicted of a crime. The use and potential harms of algorithms in sentencing have received attention in popular
media and in academic research, particularly through coverage of the COMPAS algorad#ymil} 78 151 204.

Our taxonomy surfaced two other sentencing algorithms, both made by the company Vant4dge: M-PACT and
STRONG-R. STRONG-R is for adult assessment, while M-PACT is speci cally for youth. M-PACT aims to assess
a youth's risk factors across 12 domains: aggression, alcohol and drugs, attitudes/behavior, criminal history,
employment, family, living arrangements, mental health, relationships, school, skills, and use of free time. Vant4ge
evens sells a Prevention M-PACT to identify youth at risk @fture criminality.

5.2.1 Sociotechnical Concerfsese sentencing algorithms provoke majaas, transparency, and securi-
ty/privacy concerns . Many previous discussions of bias revolve around the COMPAS sentencing algorithm,
particularly its bias in falsely predicting that Black people are more likely to reo end than white people
[34, 71, 78 151 204. Okidegbe 43 highlights that the risks of racialized bias are two-fold. Most directly,
racialized bias results in inaccurate and in ated predictions of riskiness for racially marginalized individuals.
But even if sentencing algorithms accurately re ect di erences in risk, they reproduce racial strati cation; e.g.
the factors that elevate a person's risk of engaging in violent conduct such as poverty, pollution, unclean
water, housing, and employment instability are the very conditions that Black and other politically oppressed
communities are disproportionately forced to live in1#3. Moreover, sentencing algorithms fail to consider
the possibility of rectifying these risks of recidivism and non-compliance if a detainee is given access to a
social assistance program, community support, or a lawyer. They also do not take into account the harm of
incarceration on the family and community of the person, which further contributes to the carceral cyidd [
Okidegbe also criticizes the argument sometimes made that algorithms provide more transparency than (biased)
human decisions, which would be made by judges without the use of sentencing algorithms. Unfortunately,
the privatization of the technology, and the reluctance of the private companies to disclose the workings of
the algorithm lead in practice to &ck of transparency . Some have investigated the data being ingested by
sentencing algorithms and explored how it is largely or solely made up of criminal data that is itself biased and
skewed. Richardson, Schultz, and Crawford refer to thisdisy data created by dirty policing [142, 155].
Finally, these sentencing algorithms pose potensaturity and privacy risks : they demand that detainees
supply identifying, personal, and sensitive information to a court, mediated through a private company. How is
this data protected? Who has access to a person's records? And what accountability measures are in place to
ensure the company is adequately protecting people's data?

5.2.2 Legal Discussidbourts have elded challenges to the accuracy and reliability of algorithmic tools used

in criminal sentencing and parole decision23 25 143. Risk assessment tools like COMPAS, STRONG-R, and
M-PACT raise a stable cluster @bnstitutional and administrative law problems . The leading doctrinal
ashpoint remainsprocedural due process. In State v. Loomjshe Wisconsin Supreme Court permitted COMPAS
use but acknowledged the dangers of opacity and required cautionary lini2s Loomisunderscores a structural
tension: courts increasingly rely on proprietary scores that defendants cannot meaningfully challenge, despite
the score's real in uence on liberty45 51]. A second issue igqual protection and the ampli cation of
structural racial inequality. Evidence-based sentencing is often sold as a check on human bias, yet the scholarly
consensus is that these systems can import biased policing and socio-economic strati cation into mathematical
form [47,82 179. Even accurate models may reproduce racial disparities because they treat race-correlated
conditions (like neighborhood disadvantage) as predictors of future ha8&179. This reframes the debate from

a narrow technical question (error rates) to a legal-ethical one: whether the state may constitutionally rationalize
unequal punishment through statistical proxies.
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